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REMARKS 

This is a fbll and timely response to the outstanding non-*final Office Action 
njailed January 24, 2006. Reconsideration and allowance of the application and 
pi esently pending claims arc respectfully requested. 



In the Office Action, claims 1-10, 12-16, and 18-21 stand rejected under 35 
U-S.C. § 103(a) as allegedly being unpatentable over Lagarde (U.S* Patent No. 
5 721,908) in view of Smith (U.S. Patent No. 6,151,675) in further view of Vanstone 
(U.S. Patent No. 6,134,325). It is well-established at law that, for a proper rejection of a 
c aim under 35 U,S.C. §103 as being obvious based upon a combination of references, 
tl e cited combination of references must disclose, teach» or suggest, either implicitly or 
e:^plicit}y, all elements/features/steps of the claim at issue. See^ e.g.^ In Re Dow 
Chemical, 5 U.S.P.Q.2d 1529, 1531 (Fed- Cir. 1988), and In re Keller, 208 
.S.P.Q.2d 871, 881 (C.C.P.A. 1981). 
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Response to Reiection o f Claims 1-10. 12-16, and 18-21 under 35 U.S.C. 



03£al 



a. Claim! 

As provided in independent claim 1^ Applicants claim: 

From a user's browser, a secure method of image production in 
a web-based imaging environment^ said method comprising the steps 
of: 

accessing a destination web service; 

downloading into said browser web content associated with 
said accessed destination web service; 

downloading into said browser a public encryption key from 
said accessed destination web service; 

retrieving image data under control of said browser; 

encrypting said retrieved image datOy wherein said 
downloaded public encryption key is utilized as part of said 
encrypting step; 

choosing desired options represented by said destination web service 
through said web content; 

cretOing a print job reflecting said desired options, said print 
job including said image data; 

transmitting said encrypted image data to said accessed 
destination web service; and 
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decrypting said encrypted image data by said accessed 
destitxation web service, wherein a private encryption key counterpart 
of said public encryption key is utilized a$ part of said decrypting step, 
said private encryption key being accessible exclusively to said 
accessed destination web service. 



(]|mphasis added). 

In the present case, the cited art does not teach or suggest all of the claim 
libitationsj and there is no suggestion or motivation in the cited art to modify the 
references to include those limitations. 

For example, neither Lagarde nor Smith teaches or suggests "downloading 
itjto said browser web content associated with said accessed destination web service," 
hoosing desired options represented by said destination web service through said 
w eb content," and "creating a print job reflecting said desired options, said print job 
ir eluding said image data," as recited and emphasized above in claim 1, where said 
ir lage data is encrypted using a download public encryption key from the accessed 
designation web service and transmitted back to the destination web service. 

For example, Smith and Lagarde are devoid of teachings for downloading 
\^jeb content and public key from a destination web service, where the web cont^t is 
ed to prepare a print job containing image data that is encrypted using the public key 
■ the destination web service. SpecificaDy, as mentioned above, the cited art fails to 
tdach or suggest at least "choosing desired options represented by said destimition web 
se rvice through said web content'' and "creating a print job reflecting said desired 
o|tions, said print job including said image data," as recited in claim 1. 

With regard to Lagarde, it teaches that agents on a web server complete tasks 
support of a Web browser request. See col 4, lines 36-48. In particular, Lagarde 
tehches "providing a web server with a control program agent [which] allows 
O] ganization of decision support functions to be executed by application pixjcessing 
aj ent servers located throughout the Internet to gather and supply information not 
pj Bsently available with an existing resources without the need of endless intervention 
01 L the part of a requesting user of the WWW; further enabling an ordinary user to take 
ac vantage of expertise which is provided by programmable sub-agents developed by 
th Dse with particular expertise in a given area as well as enabling use of standard 
ro iitines commonly needed." CoL 5, lines 50-61. 
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As such, Lagarde fails to suggest retrieving image data under control of a web 
owser, creating a print job including the image data, and transmitting the image data 
a destination web service, since Lagarde teaches that agents at a server perfoxxa 
ocessing tasks in lieu of a browser application. 

With regard to Smith, it teaches "encrypt[ing] the document with the public 
k< jy of a server associated with the recipient of the document, instead of encrypting the 
d >cument with the publi c key of the intended recip ient/^ Col. 4, lines 4-7 (Emphasis 
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a< Lded), To encrypt the document with the public encryption key of an intended 
recipient, such as a destination web service. Smith teaches that tlie encrypted 
d )cument would have to be decrypted and then reencrypted by the DDCS server 
ui iUzing the public encryption key of the recipient. See col. 6, lines 48-60. 

Therefore, Smith is devoid of a teaching for downloading a public encryption 
k y of a destination web service into a browser, since Smith discloses that the pubUc 
to ly of an intended recipient is not provided to a browser. Moreover, Smith teaches 
tl at the approach of not providing a public key of an intended recipient to a browser is 
p eferred over an approach where a public key of a destination web service is 
pi ovided to a browser. In particular, Smith clearly states that ' instead of encrypting 
e document with the public key of the intended recipient " the document is 



ei crypted "with the public key of a server associated with the recipient of the 
d(Kiumcnt/* CoL 4, lines 4-7 (Emphasis added). Hence, to modify, the teachings of 
Srnth to include the feature of "downloading into said browser a public encryption 
k< y from said accessed destination web service" is contrary to the teachings o( Smith. 

Further, Smith is devoid of a teaching for downloading a public encryption key 
oj a destination web service into a browser, since Smith discloses that the pubhc key 
oi an intended recipient is not provided to a browser. Moreover, Smith teaches that 
th? approach of not providing a public key of an intended recipient to a browser is 
pr eferred over an ^proach where a public key of a destination web service is 
pr 3vided to a browser. In particular, Smith clearly states that "instead of encrypting 
the document with the public kev of the intended recipient. *^ the document is 



en crypted 'Svith the pubhc key of a server associated with the recipient of the 
dc cument." Col. 4, lines 4-7 (Emphasis added). Hence, to modify, the teachings of 
Sfi lith to include the feature of "downloading into said browser a public encryption 
ke y from said accessed destination web service" is contrary to the teachings of Smith, 
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As a result, it would not be obvious to combine Smith with a reference (e.g., 
2nstone) that allegedly teaches encrypting a document with a public key of au 
tended recipient, since Smith provides no motivation for doing so and clearly 
tdaches away from such. See ACS Hospital Systems, Inc., v. Montefiore Hospital, 732 
2d 1572, 1577; 221 U.S.P.Q. 929, 933 (Fed. Cir. 1984) C^Obviousness cannot be 
Ublished by combining the teachings of the prior art to produce the claimed 
iiivention, absent some teaching or suggestion supporting the combination. Under 
s« ction 103, teachings of references can be combined only if there is some suggestion 
o] incentive to do so."). See also ALCO Standard Corp. v. Tennessee Valley 
Authority, 808 F,2d 1490, 1498, 1 U.S.P.Q.2d 1337, 1343 (Fed. Cir. 1986) 
C Moreover, the question is not simply whether the prior art 'teaches* the particular 
el sment of the invention, but whether it would 'suggest the desirability, and thus the 
ol >viousness, of making the combination."'); Lindemann Maschinenfabnk GMBH v. 
A nerican Hoist and Derrick Co., 730 F.2d 1452, 1462, 221 U.S.P.Q. 481 (Fed. Cir. 
l!^84) ("The claimed invention must be considered as a whole, and the question is 
w lether there is something in the prior art as a whole to suggest the desirability, and 
th lis the obviousness, of making the combination.'^. 

Therefore, a prima facie case establishing an obviousness rejection has not 
bt en made by the proposed combination otLagarde in view of Smith in further view 
oJ Vanstone, Thus, claim 1 is not obvious in view of the cited references, and the 
r^ection shotdd be withdrawn for at least this reason alone. 

b. Claims 2-10 

Because independent claim 1 is allowable over the cited art of record, 
dependent claims 2-7 and 9 (which depend from independent claim 1) are allowable 
as a matter of law for at least the reason that the dependent claims contain all the steps 
an d features of independent claim 1 . For at least this reason, the rejection of claims 2- 
fnd 9 should be withdrawn. 

Claims 8 and 10 are canceled without prejudice, waiver, or disclaimer, and 
tb arefore, the rejection to these claims are rendered moot. Applicants take tfiis action 
m( rely to reduce the number of disputed issues and to facilitate early allowance and 
is£ nance of other claims in tihe present apphcation. Applicants reserve the right to 
pursue the subject matter of these canceled clain:ia in a continuing apphcation, if 
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/ pplicants so choose, and do not intend to dedicate any of the canceled subjedt matter to 
tl le public. 



c. Claim 12 

As provided in independent claim 12, Applicants claim: 

A computer for providing secure image production in a web- 
based imaging ettvironmcnt, said computer operable to: 
access a destination web service; 

download iveb content from said destination web Service to a 
user's browser; 

download a public encryption key from said destination web 
service to the user's browser; 

encrypt imaging data using said public encryption key as part 
of encfyptioH process; 

transmit said encrypted imaging data to said destination web 
service; and 

direct said destination web SCTvice to decrypt said encrypted 
imaging data using a private encryption key counterpart of said public 
encryption key as part of deciyption process, said private encryption 
key being accessible exclusively to said destination web service. 

C^mphasis added). 

In the present case, the cited art does not teach or suggest all of the claim 
lii nitations, and there is do suggestion or motivation in the cited art to modify the 
references to include those limitations. 

For example, neither Lagarde nor Smith teaches or suggests "download web 
cc ntent from said destination web service to a user's browser," "download a public 
er cryption key from said destination weto service to the user's browser," "encrypt 
in aging data using said public encryption key as part of encryption process/' and 
"t ansmit said encrypted imaging data to said destination web service." as recited and 
en iphasized above in claim 12. 

With regard to Lagarde, it teaches that agents on a web server complete tasks 
support of a Web browser request. See col. 4, lines 36-48. In particular, Lagarde 
ches "providing a web server with a control program agent [which] allows 
janization of decision support functions to be executed by application processing 
ag jnt servers located throughout the Ihtemet to gather and supply infonnation not 
pn isently available with an existing resources without the need of endless intervention 
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oj L the part of a requesting user of the WWW; further enabling an ordinary user to take 
a< vantage of expertise which is provided by programmable sub-agents developed by 
tb ^se With particular expertise in a given area as well as enabling me of standard 
rc utines cotmnonly needed." CoL 5, lines 50-61 . 

Lagarde seemingly fails to suggest encrypting image data and transmitting the 
image data to destination web service, since Lagarde teaches that agents at a server 
p€ rform processing tasks in lieu of a browser application. 

Further, neither Lagarde nor Smith teaches or suggests "download[ing;| a public 
er cryption key from said destination web service to the user's browser ." as recited in 
cl lim 12. (Emphasis added). For example. Smith teaches "Bncrypt[ing] the document 
w th the public key of a server associated with the recipient of the document, instead 
oi encrypting the docu ment with the public key of the intended recipie nt." Col. 4, 
Ul .es 4-7 (Emphasis added). To encrypt the document with the pubhc encryption key 
oi an intended recipient, such as a destination web service. Smith teaches that the 
er crypted document would have to be decrypted and then reencrypted by the DDCS 
server utili^ing the public encryption key of the recipient. See col. 6, lines 48-60. 
TJ .erefore. Smith is devoid of a teaching for downloading a pubhc encryption key of a 
dc stination web service into a browser, since Smith discloses that the pubhc key of an 
in ended recipient is not provided to a browser. Moreover, Smith teaches that the 
ap[>roach of not providing a pubhc key of an intended recipient to a browser is 
priferted over an approach where a pubhc key of a destination web service is 
pr )vided to a browsCT. Li particular. Smith clearly states that "instead of encrypting 
th ; docament with the pubiic kev of the intended recipient " a document is 
en:iypted '"with the public key of a server associated with the recipient of the 
document." Col. 4, lines 4-7 (Emphasis added). Thus, to modify, the teachings of 
Sn ith to include the feature of "download[itig] a pubhc encryption key from said 
de itination web service to the user's browsei^' is in opposition to the teachings of Smith. 

As a result, it would not be obvious to combine Smith with a reference (e.g., 
Vanstone) that allegedly teaches encrypting a document with a pubhc key of an 
intended recipient, since Smith provides no motivation for doing so and clearly 
tea ches away from such. See ACS Hospital Systems, Inc., v. Montefiore Hospital, 732 
F.:d 1572, 1577; 221 U.S.P.Q. 929, 933 (Fed. Cir, 1984) ("Obviousness cannot be 
estibUshed by combining the teachings of the prior art to produce the claimed 
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ii vention, absent some teaching or suggestion supporting the combination. Under 
s^tion 103, teachings of references can be combined only if there is some suggestion 
incentive to do so.*'). See also ALCO Standard Corp. v. Tennessee Valley 
Aithority, 808 R2d 1490, 1498, 1 U.S.P.Q.2d 1337, 1343 (Fed. Cir. 1986) 
C Moreover, the question is not simply whether the prior art ^teaches' the particular 
e ement of the invention, but whether it would 'suggest the desirability, and thus the 
o )viou$nes9, of making the combination."*); Lindemann Maschinenfabrik GMBH v. 
American Hoist and Derrick Co., 730 F.2d 1452, 1462, 221 U.S.RQ. 481 (Fed. Cir. 
1: >84) CThe claimed invention must be considered as a whole, and the question is 
w hether there is something in the prior art as a whole to suggest the desirability, and 
tl: us the obviousness, of making the combination."). 

Therefore, a prima facie case establishing an obviousness rejection has not been 
njade by the proposed combination of Lagarde in view of Smith in further view of 
Vinstone. Thus, claim 12 is not obvious in view of the cited references, and the 
rejection should be withdrawn for at least this reason alone. 

d. Claims 13-16 

Because independent claim 12 is allowable over the cited art of record, 
d< pendent claims 13-16 (which depend from independent claim 12) are allowable as a 
m itter of law for at least the reason that the dependent claims contain all the elements 
ar d features of independent claim 12, For at least this reason, the rejection of claims 
13-16 should be withdrawn. 

With particular regard to claim 16, one of the narrowest claims cutrently 
pc nding. Applicants submits that because of the uniqueness of the claim limitations, , 
cliim 16 clearly distinguishes the present invention over all cited references. It is 
reiipectfuUy requested that the Examiner give serious reconsideration to allowing 
cUim 16. 



e. Claim 18 

As provided in independent claim 18, Applicants claim: 

A system for providing secure image production in a web- 
based imaging environment, said system comprising: 
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a usef s browser operable to encrypt image data using a iSrst 
encryption key as part of encryption process and to transmit said 
encrypted image data; 

a destination web service representing a production device, 
said web service operable to download said first encryption key into 
said user's browser, said destination web service further operable to 
receive said transmitted encrypted image data and to decrypt said 
received encrypted image data using a private encryption key 
counterpart of said first encryption key as part of decryption process; 
and 

a data path interconnecting said user's browser with said 
destination web service. 



(E mphasis added). 

In the present case, the cited art does not teach or suggest all of the claim 
and there is no suggestion or motivation in the cited art to modify the 
ferences to include those limitations. For example, neither Lagarde nor Smith teaches 
suggests "a destination web service representing a production device, said web 
operable to download said first TOciyption key into said user*8 browser, said 
web service further operable to receive said transmitted encrypted image 
and to decrypt said received encrypted image data using a private encryption key 
colmteipart of said first encryption key as part of decryption process/' as recited in 
cl|im 18. 

With regard to Lagarde, it teaches that agents on a web server complete tasks 
support of a Web browser request. See col, 4, lines 36-48, In particular, Lagarde 
"providing a web server widi a control program agent [which] allows 
of decision support functions to be executed by application processing 
servers located throughout the Internet to gathear and supply information not 
presently available with an existing resources without the need of endless intervention 
part of a requesting user of the WWW; fiirther enabling an ordinary user to take 
antagc of expertise which is provided by programmable sub-agents developed by 
with particular expertise in a given area as well as enabling use of standard 

conmionly needed." CoL 5, lines 50-61, 
Lagarde seemingly fails to suggest encrypting image data and transmitting the 
data to destination web service, since Lagarde teaches fliat agents at a server 
processing tasks in lieu of a browser application. 
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With regard to Smith, Smith teaches "encrypt[ing] the document with the public 
of a server associated with the recipient of the document, instead of encrvp tiyifr the. 
with the public key of the intended recipient " Col. 4, lines 4-7 (Emphasis 



a4ded). To encrypt the document with the public encryption key of an intended 
dpient, such as a destination web service. Smith teaches that the encrypted 
sument would have to be decrypted and then reencrypted by the DDCS server 
lizing the public encryption key of the recipient. See col. 6, lines 48-60. 
!, Smith is devoid of a teaching for downloading a public encryption key of a 
web service into a browser, since Smith discloses that the public key of an 
recipient is not provided to a browser. Moreover, Smith teaches that the 
of not providing a public key of an intended recipient to a browser is 
over an approach where a pubUc key of a destination web service is 
to a browser. In particular, Smith clearly teaches "encryptting] the document 
the public key of a server associated with the recipient of the document, instead 
Ql fencrvptiog the document with th e public kev of the Intended recinien* " Col. 
4, jines 4-7 (Emphasis added). Hence, to modify, the teachings of Smith to include the 
of "a destination web service representing a production device, said web 
operable to download said first encryption key into said user's browser, said 
web service further operable to receive said transmitted encrypted image 
and to decrypt said received encrypted image data using a private enciyption key 
of said first encryptiott key as part of decryption process" would teach 
fix)m Smith. 

As a result, it would not he obvious to combine Smith with a reference (e.g., 
that allegedly teaches encrypting a document with a public key of an 
recipient, since Smith provides no motivation for doing so and clearly 
away fiiom such. See ACS Hospital Systems, Inc., v. Montefiore Hospital, 732 
1572, 1577; 221 U.SJ.Q. 929, 933 (Fed. Cir. 1984) ("Obviousness caamot be 
by combining the teachings of the prior art to produce the claimed 
I, absent some teaching or suggestion supporting the combination. Under 
103, teachings of references can be combined only if there is some suggestion 
incentive to do so."). See also ALCO Standard Corp. v. Tennes.iee Valley 
808 F.2d 1490. 1498. 1 U.S.P.Q.2d 1337. 1343 (Fed. Cir. 1986) 
•, the question is not simply whether the prior art 'teaches' the particular 
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el mem of the invention, but whether it would 'suggest the desirability, and thus the 
otviousness, of making the combination.*"); Lindemann Maschinenfabrik GMBH v. 
A7terican Hoist and Derrick Co., 730 F.2d 1452, 1462, 221 U.S.P.Q. 481 (Fed. Cir. 
IS 84) CThe claimed invention must be considered as a whole, and the question is 
w lether there is something in the prior art as a whole to suggest the desirability, and 
thi js the obviousness, of making the combination.")- 

Therefore, a prima facie case establishing an obviousness rejection has not been 
de by the proposed combination of Lagarde in view of Smith in further view of 
ranstone. Thus, claim 18 is not obvious in view of the cited references, and the 
rej sction should be withdrawn for at least this reason alone. 



f- Claims 19-21 

Because independent claim 18 is allowable over the cited art of recoitl, 
claims 19-21 (which depend from independent claim 18) are allowable as a 
of law for at least the reason that the dependent claims contain all the elements 
features of independent claim 18. For at least this reason, the rejection of claims 
21 should be withdrawn. 
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R^gppnse to Reiecrion of Claim.^ l L l r and 7.2 Under 35 TT S.C. 61 0:^f a ) 
In the Office Action, claims 11, 17, and 22 stand rejected under 35 U.S.C. 
C 3(a) as allegedly being unpatentable over Lagarde in view of Smith in further view 
of /jpp/ierf Cryptography by Bruce Schneier. 

As noted above, claims 1, 12, and 18 are allowable over the cited art of record. 
Applicants finds nothing in Applied Cryptography to remedy the 
of the cited art regarding claims 1, 12, and 18. Therefore, claims 11, 17, 
22 which depend from respective independent claims 1, 12, and 18 are also 
aIlo|vabIe. 

Additionally and notwithstanding the foregoing reasons for allowability of 
11. 17, and 22, these claims recite further features and/or combinations of 
(as is apparent by examination of the claims themselves) that are patentably 
from the cited art of record. Accordingly, the rejections to these claims should 
be -vJithdrawn. 



-15- 



clai] as 
feati ires 
distj net 



PAGE 17/18 ' RCVD AT 8/14/2008 12:37:14 PM [Eastern Daylight Time] ' SVR:USPT0-EFXIV-SI2' DNiS:2738300 ' CSID:7709510933 * DURATION M:08-22 



88/14/2006 12:45 



7709510933 



THOMAS, KAYDEN 



PAGE 



BEST AVAIUBLE COPY 



Serial Ho.: 10/002,062 
Art Unit 2134 



CONCLUSION 

In light of the foregoing amendments and for at least the reasons set forth 
a ,ove. Applicants respectfully submit that all objections and/or rejectioos have been 
tiaversed, rendered moot, and'or accommodated, and that the pending claims are in 
cDndition for allowance. Favorable reconsideration and allowance of the present 
a pplication and all pending claims are hereby courteously requested. 1^ in the opinion 
c f the Examiner, a telephonic conference would expedite the examination of this matter, 
t le Examiner is mvited to call the undersigned agent at (770) 933-9500. 



Respectfully submitted, 

Charles W. Grtge^^^ 
Reg. No. 47^83 
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